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MTI  and Alan Ryan at a glance 

Providing data securely for 25+ years 

across public, social and private 

market sectors. 

 

30 years in the industry (Me) 

 

World class sales, service & consulting 

organisation 

 

24x7x365 global Secure Operations 

Centre (SOC) 

 

Vendor trained professional services 

team and a highly qualified pen testing 

division accredited for public and 

private sector work.   

 

2000+ PS/PEN days delivered p.a.  



Objectives 
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Agenda 
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•Cybersecurity 
•Background 
•Today’s attacks 
•Data Breaches and their causes 
 
•Big business vs small businesses 

•Why they are both targets 
 

•Investment in Cybersecurity 
 
• The problem that cannot be solved 
 
•Visibility, coverage and response 

•A practical approach mitigating risk and obtaining budget 
•Prioritising resources 
 

•GDPR 
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks 
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http://www.digitalattackmap.com/ 
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Hackers take control of systems and computers in 
order to launch DDoS attacks (Distributed Denial of 
Service). This is the same form of attack used 
against the Austrailian Bureau of Statistics Census a 
few months ago. The attacks to Newsat were the 
worst they had ever seen. 
“Our network was, as far as they could see, the most 
corrupted they had ever seen,” former CFO of 
Newsat Michael Hewins said. 
Newsat used to be Australia’s largest satellite 
company and had plans for launching two satellites 
to kickstart the industry in Austrailia. After the 
cyber-attacks, liquidators were called in to sell off all 
of the assets that were left. 



Hiring a DDOS attack 

2015 - $38 per hour 
2016 - $5 an hour 
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WHY IS THIS HAPPENING? 

• The traditional boundary does not exist 
• No single egress and ingress point 

- Mobile devices, cloud services, third-parties 
 

• Criminals are extremely patient and sophisticated 
• APT, phishing, DDoS costs 

 
• Mistakes happen, human intervention is required in too many cases 

 
• Public Wifi – man in the middle attacks 
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Man in the middle 
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1. Use a VPN 
2. Use SSL 
3. Turn off sharing  
4. Use and disconnect 



 

 
 

  



APT’s 
Sandboxing 
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Sandboxing?  
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Phishing 
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Philshing 
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•   Training for staff 
•Emails from non listed suppliers 
 

•Spam filters are better  
 
•Look at email addresses  
 
 



Philshing 
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Phishing 
Wire Transfers 
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• 270% increase in last 12 months ? 
• No Malware 

 

Oct. 2013 to April 4, 2016, the FBI reports losses 
total a record $2.3 billion, up from $1.2 billion in 
2015 

•January 2015, Xoom, $30 million (US) 
 
•Feburary 2015, Scoular, $17.2 million (US) 
 
•August 2015, Ubiquiti Networks, $46.7 
 
•January 2016,FACC, $54 million 
 
•February 2016, Crelan Bank, $76 million 



SO… EXPECT THE INEVITABLE, AND MOVE ON 
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Visibility 

Response 

Coverage 
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GDPR 
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Legal disclaimer 
 

 
• All the information shared on proposed EU legislation is subject to change by the European 

Commission and member states.This is information gathered from the European 
Commission website and publically available media coverage. 
 
 

• Please do not rely on this information as I am a cyber security practitioner and NOT a legal 
expert…..otherwise this disclaimer would be longer with many words I would struggle to 
pronounce correctly….  
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So what is GDPR – Regulation not Directive
  

• A complete overhaul of data protection regulation with extensive updates of what can be 
considered identifiable information 
 

• Applies across all member states of the European Union 
 

• Applies to all organisations processing the data of EU data subjects –wherever the 
organisation is geographically based  
 

• Specific and significant rights for data subjects to seek compensation, rights to erasure and 
accurate representation  
 

• Fines of up €20,000,00 or 4% global annual turnover  
 

• Significant reduction in that amount based on the implementation of technical, or 
organisational controls implemented   
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Timing (Brexit) 

Midnight 24th May 2018 
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Structure 
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European Data Protection Board 

Lead Supervising Authority  
(Information Commissioners Office)   

Data 
Processor 

Data 
Controller  

(Organisatio
n) 

Data 
Subject 

(Individuals) 

3rd Countries 3rd Party 



https://dm.pwc.com/HMG2015BreachesSurvey/ 
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What data is important ? 

• Covers all forms of PII vs High risk 
 

•  First & last name (combined)  
• Home address 
• Date/place of birth 
• Photos and videos 
• Username/password 
• National insurance/Social security Number 
• Bank account details 
• Credit card details 
• Passport number 
• Medical records 
• Financial records 
• Personal email addresses/emails 
• Biometric data – High risk 
• Sexual orientation – High risk 
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Remedy 
 

Fines are calculated based on several factors: 

              - Controls already in place  

 - Nature, gravity, extent and duration of infringement 

 - The types of personal data involved in the infringement 

 - Actions taken by the controller or processor to 

 mitigate, negate or notify affected parties (including the 

 ICO) of a breach 

 
Presentation Title  |  Net Insight 32 | 



Reducing the 
worry 
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Visibility 
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VISIBILITY 

• “If you can't measure something, you can't manage it”   
  Peter Drucker 
 

• Large international investment 
- ‘Outsource everything’ 
- Existing solutions, process and toolset 

 
• “My CEO doesn’t believe me” 
• Not been breached 
• Pass the audit 

 
• Difficult to demonstrate before the event that you are protected 
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LIMITED RESOURCE, SO PRIORITISE WELL 
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Focus on where damage can be 

done 

  

Privileged accounts 

• In-house 

• Third-party 

 

DLP 

• Location/access/control 
In April, a U.S. federal jury ordered Tata Consultancy 
Services to pay Epic Systems Corp. $940 
million after a TCS employee used credentials from a 
previous contract to illegally access confidential 
data. 

http://www.ciodive.com/news/why-a-federal-jury-ordered-tata-consultancy-to-pay-epic-systems-940m/417752/
http://www.ciodive.com/news/why-a-federal-jury-ordered-tata-consultancy-to-pay-epic-systems-940m/417752/


THE KEYS TO THE KINGDOM 

External 

Attackers 

Malicious 

Insiders 



AN ATTACKER MUST OBTAIN INSIDER 
CREDENTIALS 

Mandiant, M-Trends and APT1 Report 

“…100% of breaches 

involved stolen 

credentials.” 

“APT intruders…prefer to 

leverage privileged 

accounts where possible, 

such as Domain 

Administrators, service 

accounts with Domain 

privileges, local 

Administrator accounts, and 

privileged user accounts.” 

Anything that involves serious intellectual property will be contained 
in highly secure systems and privileged accounts are the only way 
hackers can 
get in.”  Avivah Litan, VP Distinguished Analyst, 17 years at Gartner 
,  32 years industry experience  
 



AUDIT AND ANSWER THE QUESTIONS 

• On which target servers do privileged accounts exist?  
 

• Which personal admin accounts were created on my servers? 
 

• Which accounts’ privileges were escalated?  
 

• Which privileged accounts do not adhere to the company’s password policy i.e. password age 
is greater than 60 days?  
 

• Did one of my contractors add a privileged user to one of the servers? 
 

• Do ‘backdoor’ application accounts exist on products that have been decommissioned? 
 

Then, and only then, will you know the level of threat and the action/priority that 
needs to be taken 
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HARD-CODED CREDENTIALS IN IIS 
SERVERS 



SSH KEY DISCOVERY RESULTS 



PASS-THE-HASH VULNERABILITIES 
RESULTS 



Fear or fact 
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DATA LOSS (USER CREATED DOCS) 
IS THERE AN ISSUE? 
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Who has access to files, folders, mailboxes? 

Who is accessing, modifying, moving, deleting files and email? 

Which files contain critical information?  

Which data is exposed to too many people? 

Who owns data? 

What data isn’t being used? 

ROOT OF THE PROBLEM 

There are  
many questions  

IT and the 
business can’t 

answer: 



FOLDERS WITH GLOBAL GROUP ACCESS  



FOLDERS WITH INCONSISTENT PERMISSIONS 



FOLDERS WITH STALE DATA 
AMOUNT OF STALE DATA  



SUMMARY OF VISIBILITY REPORTS AND 
ASSESSMENTS 

• Visibility reports are generally ‘free’  
• IT resource 
• Management time 
• Consultancy time 

 
• You know the business best 
• State of the nation 
• Scale of challenge  

 
• Allows prioritisation 

 
 

51 



TESTING THE SYSTEMS AND PROCESSES 

•Penetration testing is only a part of the solution 
 

•Look at processes 
•Leavers, joiners, movers 
 
 

•Social engineering 
 

•Governance is more easily achieved when automated 
 



Social engineering 
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• Waterering Hole attacks – facebook 
 
•Out of office 
 
•Boss – pubs and bars, surveillance  
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Why should I care about “Linked-in” 

•  Common passwords 
 
 
 
•Webmail 
 
 
 
•Malware 
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SUMMARY 

•Breaches are inevitable 
 

•Resources and budgets are limited where as IT continues to grow 
• Insider threats are most common and yet we spend too much on 
outsider threats 
 

•Privileged accounts are a key area where a real impact can be 
made 
 

• There are solutions available but Visibility is the first step as only 
then can you Prioritise 
 

•Use a services company to test the processes, various schemes  
 

•With GDPR, you have a much higher level of responsibility and 
given we have stated the inevitable will happen, you need to 
show you have mitigated. 
 
 


